How it works ?
The ATENA platform is designed to continuously suggest actions on operational (OT) and
information (IT) networks, but executes actions under the operators’ supervision - this
means that the default operation mode is based on a human-in-the loop paradigm by
default, unless configured otherwise. Installation of the ATENA platform leaves the OT
network unchanged and integrates seamlessly into existing IT networks, preserving
existing CI investments. In addition, ATENA has been defined in a modular way to adapt to
user environments and needs.

Advanced Tools to assEss and mitigate the
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makes it stronger

Domain of interest
Design and development of the ATENA platform is driven by the security needs of
the energy and water sectors. Professional end users will validate project results by
applying ATENA tools in real-life business-oriented use cases for electricity, gas
and water distribution.
However, due to its modular design and the use of standard interaction
technologies, most of ATENA’s methodologies and tools may be easily adapted to
other domains.
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Aim of the project in a nutshell
Our everyday life is heavily dependent on the security of Critical
Infrastructures (CI) that provide us with essential services we
cannot easily live without – like energy and water.
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Our everyday life is heavily dependent on the security of Critical Infrastructures (CI) that
provide us with essential services we cannot easily live without – like energy and water.
Recurring reports demonstrate how these CIs are continually exposed to threats – and
especially to cyber attacks. In particular, CIs in the energy domain are regularly ranked
first with more than 30% of reported incidents, which may have unpredictable cascading
effects on other interdependent CIs, on the overall economy of our countries, and in the
end on our lives.
The ATENA project presents an effective solution to ensure an adequate level of
robustness and resiliency while accommodating the diffusion of new technologies into
modern CIs.

The problematic of modern critical infrastructures
CIs are facing important changes: Internet-enabled infrastructure has increased the
amount of available information also in industrial environments. However, while this
change has improved efficiency, savings and security, the unlimited rise of connected
industrial devices is causing several other issues. As CIs are becoming more
interconnected, more points of vulnerabilities can be exploited. Indeed, it has been
proven that cyberattacks can lead to disruptions even of physical systems and networks,
and it is estimated that they will cause $8 trillion in losses in the five coming years .
No easy solution is at hand. Modern CIs are inherently complex systems of systems,
tightly connecting both physical elements (e.g., pumps and valves) and cyber elements
(e.g., software components that control pumps and valves). Moreover, in a modern
scenario, different CIs are more and more interdependent, and a failure in one may have
unexpected cascading effects on another.
In this situation, attack vectors are uncountable and unpredictable. CI operators are
becoming aware that protecting their assets by hardening only their cyber system against
known attacks is insufficient, and the chance that motivated attackers will be able to find

new ways to damage their complex cyber-physical system is very high.
Therefore, the only way to face these dangerous threats is to increase the robustness and
resilience of those vital cyber-physical systems against unpredictable events - that is their
ability to be prepared to absorb / react to adverse events, and quickly return their quality
of service to acceptable levels, by adapting themselves to the new adverse conditions.

ATENA Solution
The ATENA’s approach is focused on
the definition of methodologies for
controlling physical flow efficiency
while improving robustness and
resilience of interconnected CIs
against a wide variety of cyberphysical threats, such as malicious
attacks or unexpected faults, which may affect industrial control systems,
corporate networks or single devices.

These objectives are achieved by developing:
• new anomaly detection strategies, new security levels and reaction
evaluation methodologies, specifically designed for distributed cyberphysical environments
• new metrics and automatic tools to support the choice of the best
configuration of CIs in order to balance security with CI operators’
constraints and priorities
• a suite of new integrated ICT networked components for detection and
reaction in the presence of adverse events.

ATENA Innovations
The innovation strategy of ATENA is to enhance and support the “preventdetect-react” approach against adverse events by developing methodologies,
active agents and interoperable tools that may complement and improve preexisting industrial control systems with advanced features. The ATENA
platform is composed of interoperable (possibly distributed) modules that
actively support the CI operators with:

• Prevention: tools to assess/evaluate the potential threats
that affect system assets and to identify, one by one, the
optimal preventive countermeasures to put in place to
guarantee a desired security level
• Detection: a distributed and resilient Intrusion and
Anomaly Detection System (IADS) using Big Data
technology to detect anomalous behaviour early and monitor the current state of the
cyber-physical system
• Analysis: a set of tools to understand risk and ongoing situation using advanced models
of interdependent CIs, to assess the cascading effect of adverse events and the
expected degradation of quality of service
• Decision: online strategies provided to CI operators for preparedness and mitigation of
the possible threats
• Reaction: reaction strategies to be suggested and eventually executed (human-in-theloop paradigm) to mitigate the consequences of detected dangerous anomalies, also
taking into account the potential of Software Defined Security technology.

